
1

A Perfo rmance Comparis o n  o f the
F iv e  A E S  F ina lis ts

Bruce Schneie r, Counterpane

Doug W hiting, Hi/fn

Encryption Speeds for 128-bit
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Encryption Speeds for 192-bit
Keys  in  Assembly
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Encryption Speeds for 256-bit
Keys  in  Assembly
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Encryption Speeds for
128-bit Keys  in  C
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Encryption Speeds for
192-bit Keys  in  C
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Encryption Speeds for
256-bit Keys  in  C
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Key Setup and Encryption  Ra te, Per
By te, fo r 128-bit Keys  on  a  Pentium  II

in  Assembly
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Key Setup and Encryption  Ra te, Per
By te, fo r 192-bit Keys  on  a  Pentium  II

in  Assembly
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Min imum Secure  Rounds

MAR S 11
R C 6     15
R ijndael  8
Se rpent   9
Twofish  6

Encryption Speeds for the Min imal
Secure Variant in  C
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Key Setup and Encryption  Ra te, Per
By te, fo r the Minimal Secure Variant on

a Pentium  II in  Assembly
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Hardware K e y  A g ility

Sample  A pplication:

H igh-speed IPSE C  gateways.

O C -3 full-duplex or greater.

10K-100K+ security associations.

Small-packet (e .g. 64 bytes)

performance is the the
critical benchmark.
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Typical  Data Flow Today

64-byte packet

Context (from RAM)

Crypto Module70 - 100 bytes:
  3DES   =  24

  HMAC = 40

110-byte packet

 Save Context (to RAM)

4 - 32 bytes

Data F lo w  w ith
A E S  Precompu ted Subkeys

64-byte packet

Context (from RAM)

Crypto Module200+ bytes:
  AES     =  160+

  HMAC =  40

110-byte packet

 Save Context (to RAM)

4 - 32 bytes
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O n -The-F ly  K ey  Schedule Penalty

MAR S 10+ blocks (!)

R C 6       9   blocks (!)

R ijndael  minimal

Se rpent   minimal
Twofish  minimal


